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BOOTROM loads bootsys and
verifies signature against
ROM keys (masked by)
OTP revocation row.

Old / beta bootloaders are
signed with the dev key.

bootsys verifies the customer
key against SHA256 digest
in OTP.

Verifies EEPROM config
using customer key.

Loads bootmain, resources
into RAM and checks against
embedded build-time hashes.

bootmain loads boot.img
(FAT ramdisk) verifies against boot.sig
which is signed with customer key.

start.elf only loads OS files from the
in-memory boot.img ramdisk loaded
by bootmain.

initramfs

boot.sig

Mount encrypted filesystems 
using LUKS + OTP 
device private key.

E.g. Customer buildroot image.
RPi & customer keys are RSA2048 bit
SHA256 bit digest for signatures.
Mbed-TLS cryptography implementation.
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Raspberry Pi4 – secure boot – chain of trust
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